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MEMORANDUM FOR THE
THE SECRETARY
THE SECRETARY QOEg
THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL
THE SECRETARY OF COMMERCE
THE SECRETARY OF HEALTH AND HUMAN SERVICES
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE SECRETARY OF VETERANS AFFAIRS
ADMINISTRATOR, ENVZRONMENTAL PROTECTION AGENCY
THE DIRECTOR, OFE OF MANAGEMENT AND BUDGET
THE DIRECTOR ORSCENTRAL INTELLIGENCE
FFDERAL EMERGENCY MANAGEMENT AGENCY
HE PRESIDENT FOR

{EFS OF STAFF
BUREAU OF INVESTIGATION
SECURITY AGENCY

THE DIRECTOR,
THE DIRECTOR,

SUBJECT: Critical Infrastructure Protection

I. A Growing Potential Vulnerability

ghe world’'s strongest military
Those two aspects of our
dependent. They are also
ritical infrastructures and
S.

The United States possesses both
and its largest national economy
power are mutually reinforcing§
increasingly reliant upon cgffai

Critical infrastructurg 1 - & physical and cyber-based
P ations of the economy and

Bt 1imited to, -
ihd finance, transportation,

——government. They ing
telecommunications,
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Welel €Systens eLC emercency &E_F;”ﬁﬁ, becth governmental and
privete. Meny cf the nztiong ‘cri:ical infrastructures have
histerically beern physical)d end lpgically separate systems that
hac little interdependencé: &S & fesult of advances in

{ : .ssity of improved efficiency,
however, these infrasf £ become increasingly
automated and interXd d f?ﬁﬁ advances have created new
vulnerabilities to edquip © human error, weather and
other natural causes, GNASPHYS. Ad cyber attacks.

Addressing these vulnerab 11 necessarily require
flexible, evolutionary approaéhes@that span both the public and
private sectors, and protect both domestic and international

security.

Because of our military strength, future enemies, whether
nations, groups or individuals, may seek to harm us in non-
traditional ways including attacks within the United States.
Because our economy is increasingly reliant upon interdependent
and cyber-supported infrastructurgs non-traditional attacks on
our infrastructure and informati® ystems may be capable of
significantly harming both o ary power and our economy.

II. President’s Intent

It has long been the T nited States to assure the
continuity and viab 3 4nfrastructures. I intend
that the United Stategs. ecessary measures to
swiftly eliminate any erability to both physical
and cyber attacks on our critXi astructures, including
especially our cyber systems.

III. A National Goal

No later than the year 2000, the United States shall have
achieved an initial operating capability and no later than five
years from today the United States shall have achieved and shall
maintain the ability to protect our nation’s critical
infrastructures from intentional 4€ts that would significantly
diminish the abilities of: ;

essential national security
b1 public health and safety;

e the Federal Government
missions and to ensure

e state and local goif#] iptain order and to deliver

minimum essential€gub)
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P
e the privete sector tc ensu £the crderly funcilliconinc ¢ the
economy and the delivery ff essential telecommunicaticns,
energy, finencial ancd t#@nsportetion services.

Eof these critical functions
ole, geographically isolated
s1fare of the United States.

Any interruptions or mnpé
must be brief, infregu

IV. A Public-Private® Reduce Vulnerability

since the targets of attacks critical infrastructure
would likely include both facilities in the economy and those in
the government, the elimination of our potential vulnerability
requires a closely coordinated effort of both the government and
the private sector. To succeed, this partnership must be
genuine, mutual and cooperative. 1In seeking to meet our
national goal to eliminate the vulnerabilities of our critical
infrastructure, therefore, we showld, to the extent feasible,
seek to avoid outcomes that inc e government regulation or
expand unfunded government ma d; to the private sector.

ur economy that are vulnerable
iral Government will appoint
sghior officer of that agency as
wofk with the private sector.
'ssions and coordination

, infrastructure sector,
will identify a privoCEZSecEnE coffiferpart (Sector Coordinator)
to represent their sector. 4

to infrastructure attac
from a designated Leadd

Together these two individuals and the departments and
corporations they represent shall contribute to a sectoral
National Infrastructure Assurance Plan by:

e assessing the vulnerabilities of the sector to cyber or
physical attacks;

e recommending a plan to elimi significant vulnerabilities;

e proposing a system for identif@ng and preventing attempted

major attacks;

e developing a plan &€ erg : aining and rebuffing an
- attack in progresg Efy ieprdination with FEMA as
appropriate, rapidg i i#% minimum essential

capabilities in théd attack.
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[uring the prepsraticn cf thefx
Cccrdinztcr (see section ViR
kgency fector Liaiscn thﬂgﬁa;
Nztional Economic Coungdl, sfia
coordinztion and the 4fntegfa
with a particular f& |

unction with the Leec

c & representative from the
nsure their overall

% the various sectoral plans,
dpendencies.

¢l plans, the Naticnal

V. Guidelines

In addressing this potential ability and the means of
eliminating it, I want those involved to be mindful of the
following general principles and concerns.

e We shall consult with, and seek input from, the Congress on
approaches and programs to meet the objectives set forth in
this directive.

frastructures is nececsarily
a shared responsibility andgf@rfnership between owners,
: Brthermore, the Federal

ational cooperation to help

Government shall encour intefs

e TFrequent assessme
infrastructures’ $
threat environment Y . :
the threats to our criticalf
change rapidly, so must ourngpx
be robustly adaptive.

%y, vulnerability and
nology and the nature of
sstructures will continue to
kective measures and responses

e The incentives that the market provides are the first choice
for addressing the problem of critical infrastructure
protection; regulation will be used only in the face of a
material failure of the market to protect the health, safety
or well-being of the American pgople.. In such cases, agencies
shall identify and assess avaj le alternatives to direct
regulation, including provig eeconomic incentives to
encourage the desired behz¥ pr providing information upon

fox B private sector. These

% ons, shall be designed to

fyies, bring about global

bms, and enable private sector

pr@l maintain the maximum

incentives, along wit
help harness the latg®
solutions to interpf¥ti
owners and operat@r
feasible security.
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¢ The full evtherities, cepebdlithes =nd rescurces C1 1le
government, including law%&nfo ~ement, reguleticr, foreign
intelligence end defensé prepargdness shall be zveileble, as

appropriaste, tc ensu 'iical jnfrastructure protection
is achieved and mali E

fcy rights. Consumers and
f information will be

e Care must be take
operators must havé
handled accurately,

e The Federal Government shall, through its research,
development and procurement, encourage the introduction of
increasingly capable methods of infrastructure protection.

e The Federal Government shall serve as a model to the private
sector on how infrastructure assurance is best achieved and
shall, to the extent feasible, g
endeavors.

pasures as well as threat and
private sector owners and
fo provide maximum feasible

| they control and to provide
ion to assist them in that
te sector fully, it is
ers and operators in a
system be voluntary.

e We must focus on preventa
crisis management.
operators should be
security for the i
the government ne
task. In order t®
preferred that pa
national infrastru

e Close cooperation and coordination with state and local
governments and first responders is essential for a robust and
flexible infrastructure protection program. All critical
infrastructure protection plans and action shall take into
consideration the needs, activities and responsibilities of
state and local governments and first responders.

VI. Structure and Organization 4%

t-nized for the purposes of

The Federal Government will :
) s (elaborated in Annex A).

this endeavor around four

1. Lead Agencies for £ i=ifon: For each infrastructure
sector that coulddpt ' % or significant cyber or
__physical attac single U.S. Government

department whic pe lead agency for liaison.
Each Lead AgencyW e individual of Assistant
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_Infrastructure Bsélr

Secretery renk oI cector lieison Officiel

. . - Lo B ,
fcr thei eree &nc tc cigyerate¢m;1n the privete sectcr
r

representetives (SectopfCoordihetcrs] in zddressing problems
related to critical iffrastructure protection and, in
particular, in recomimenddng components of the National

e Blan.f Together, the Lead Agency
erparts will develop and

ss and Education Program

and the private $ge
implement a Vulneg:
for their sector. ¥

Lead Agencies for Specialé® ions: There are, in
2ddition, certain functions related to critical
infrastructure protection that must be chiefly performed by
the Federal Government (national defense, foreign affairs,
intelligence, law enforcement). For each of those special
functions, there shall be a Lead Agency which will be _
responsible for coordinating all of the activities of the
United States Government in thagt area. Each lead agency
will appoint a senior officer#of Assistant Secretary rank or
higher to serve as the Funcg al Coordinator for that
function for the Federal Wermment.

Interagency Coordinati®: == Sector Liaison Officials and
Functional Coordinagbr ‘L.ead Agencies, as well as
want departments and

io Sconomic Council, will meet
ation Bf this directive under the
i - ture Coordination Group
(CICG), chaired by the Natk Coordinator for Security,
Infrastructure Protection N founter-Terrorism. The
National Coordinator will be appointed by me and report to
me through the Assistant to the President for National
Security Affairs, who shall assure appropriate coordination
with the Assistant to the President for Economic Affairs.
Agency representatives to the CICG should be at a senior
policy level (Assistant Secretary or higher). Where
appropriate, the CICG will be assisted by extant policy
structures, such as the Secupfy Policy Board, Security
Policy Forum and the Natiopéd Security and
Telecommunications and Indprmaion System Security

agencies, includ
to coordinate th
auspices of a Critg

National Infrastrucl <] #ce Council: On the
recommendation of 4h ¢ dcies, the National Economic
£ ' or, I will appoint a panel

of major infrastﬁéctuJélpiGFEder jand state and local
government officilgs By National Infrastructure
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pﬁr]rt the Cheirmern. The

e zc the Council'’s Executive
structure hssurance Council
ance the partnership of the
brotecting our critical

: rovide reports to me as
appropriate. Sénio deéra]l Go¥érnment officials will
participate in tRg the National Infrastructure
Assurance Council¥

Lesurence Ccuncil. 71 wi
Neticnel Cocrdinator wiljlfe
irectcr. The Nationagl®
will meet periodicall§”
public and private e

VII. Protecting Federal Govef Critical Infrastructures

Every department and agency of the Federal Government shall be
responsible for protecting its own critical infrastructure,
especially its cyber-based systems. Every department and agency
Chief Information Officer (CIO) shall be responsible for
information assurance. Every department and agency shall
appoint a Chief Infrastructure Assprance officer (CIAO) who
shall be responsible for the pro tion of all of the other
aspects of that department’s c #%cal infrastructure. The CIO
may be double-hatted as the & the discretion of the
individual department. The $£ials shall establish
procedures for obtaining # i'and valid authorities to

"be performed on government

¢ Department of Justice shall
i8ng for such authorities.

No later than 180 dayy ®f this directive, every
“a plan for protecting its

department and agency shal
own critical infrastructure, gpegfiding but not limited to its

cyber-based systems. The National Coordinator shall be
responsible for coordinating analyses required by the
departments and agencies of inter-governmental dependencies and
the mitigation of those dependencies. The Critical
Infrastructure Coordination Group (CICG) shall sponsor an expert
review process for those plans. No later than two years from
today, those plans shall have bee implemented and shall be
updated every two years. In meejfng this schedule, the Federal
Government shall present a mod i the private sector on how
best to protect critical inf cture.
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;;?ﬁs C-E ittee should submit to me &

- might be a target of
infrastructure attack inte to significantly damage the
United States, there shal 7w initial vulnerability
assessment, followed by periodic updates. As appropriate,
these assessments shall also include the determination of the
minimum essential infrastructure in each sector.

Remedial Plan: Based upon the vulnerability assessment,

there shall be a recommended remedial plan. The plan shall
identify timelines for implemeptation, responsibilities and
funding. £

flvarn of significant
testablished immediately (see
ys possible, we will put in
ecting and analyzing such
participation of the private

Warning: A national centgf®
infrastructure attacks jda
Annex A). As soon thef
place an enhanced s
attacks, with maxjfi
sector.

ifm for responding to a
tk while it is underway, with

Response: We sha

significant 1nfrastructur
the goal of isolating and #B¥

Reconstitution: For varying levels of successful
infrastructure attacks, we shall have a system to
reconstitute minimum required capabilities rapidly.

Fducation and Awareness: There shall be Vulnerability
Awareness and Education Prograpgs within both the government
and the private sector to sejp itize people regarding the
importance of security and ‘rain them in security

03 ing cyber systems.

8rally-sponsored research and
8structure protection shall be
i-year planning, take into
ind be adeguately funded to

Research and Develop
development in suppgi
coordinated, be sf¥
account private €k

Rerapid but achievable

timetable.
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Community shall develop &nd
collection and analysis of the
- infrastructure, to include but
cyber/information warfare

o

€. Intellicence: The Intek&?ﬁ
implement & plan for ephencin
foreign threat to ourdr
not be limited to t&
threat.

'shall be a plan to expand
Ticture protection with like-
ternational organizations and

9. International Co&
cooperation on crXEiTi
minded and friendly
multinational corporation

10. Legislative and Budgetary Requirements: There shall be an
evaluation of the executive branch’s legislative authorities
and budgetary priorities regarding critical infrastructure,
and ameliorative recommendations shall be made to me as
necessary. The evaluations and recommendations, if any,
shall be coordinated with the Director of OMB.

The CICG shall also review and &

tdule the taskings listed in
Annex B. y

IX. Implementation

In addition to the 18§ National Coordinator,

working with the Na ncil, shall provide an
annual report on th this directive to me and
the heads of departmeg through the Assistant to

' i fairs. The report should
include an updated threat assgssmgnt, a status report on
achieving the milestones identified for the National Plan and
additional policy, legislative and budgetary recommendations.
The evaluations and recommendations, if any, shall be
coordinated with the Director of OMB. In addition, following
the establishment of an initial operating capability in the year
2000, the National Coordinator shall conduct a zero-based

review.

rt E the
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Lead Agencies: Clear acc-.ﬁ%Abilréy within the U.S. Government
must be designated for ic s ctors and functions. The

following assignments onsibility will apply.

Lead Agencies for S&
Commerce InXermati Scommunications
Treasury Banking an®=
EPA Water supply
Transportation Aviation

Highways (including trucking and intelligent

transportation systems)
Mass transit

Pipelines
Waterbornﬁ,“ e rce
Justice/FBI j&s- = an forcement services
FEMA 4 3 Eervice
a Byet nment services
HHS W ces, including prevention,
aboratory services and
personal hgpiE$services
Energy Electric power

0il and gas production and storage

Lead Agencies for Special Functions:

Justice/FBI and internal security

CIA
State

Defense

%4 for coordinating research

__In addition, OSTP ;
and development age
the National Science

for the government through
wka-uncil. Furthermore, while
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support of the President
Advisory Committee.

National Coordinato
Infrastructure Protec]
responsible for coordinat: .
directive. The National Coord will report to me through
the Assistant to the Presiden ational Security Affairs.
The National Coordinator will also participate as a full member
of Deputies or Principals Committee meetings when they meet to
consider infrastructure issues. Although the National
Coordinator will not direct Departments and Agencies, he or she
will ensure interagency coordination for policy development and
implementation, and will review crisis activities concerning
infrastructure events with signifigant foreign involvement. The

(CICG), reporting to the

its chair, the Principa é . The Sector Liaison

Protection on the NSC staff.

A National Plan Coordination (NPC) staff will be contributed on
a non-reimbursable basis by the departments and agencies,
consistent with law. The NPC staff will integrate the various
sector plans into a National Infrastructure Assurance Plan and
coordinate analyses of the U.S. Government’s own dependencies on
critical infrastructures. The NPC_staff will also help
coordinate a national education g#fl awareness program, and
legislative and public affairs i

ontilue to serve as Executive
Office, which will form the
Ader of FY98. Beginning in

¢ the Commerce Department. The
drovide the necessary

The Defense Department sha
Agent for the Commission &
basis of the NPC, duringf
FY99, the NPC shall bgfe

Office of Perscnnel

assistance in faciliWg '»perations. The NPC will
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terminate at the end cf FYOI, extended by Presidential

directive.

Warning and Information

fgrmation sharing system, I

As part of a nationa ’
Xpand its current organization

immediately authoride t
to a full scale Nation
(NIPC). This organiz¥tionishall Jerwe as a national critical
infrastructure threat assessmer
law enforcement investigation® esponse entity. During the
initial period of six to twelve months, I also direct the
National Coordinator and the Sector Liaison Officials, working
together with the Sector Coordinators, the Special Function
Coordinators and representatives from the National Economic
Council, as appropriate, to consult with owners and operators of
the critical infrastructures to encourage the creation of a
private sector sharing and analysis center, as described below.

National Infrastructure Protectd®rf Center (NIPC): The NIPC will
include FBI, USSS, and other & it igators experienced in
computer crimes and infrastgt protection, as well as
epartment of Defense, the
ncies. It will be linked
ederal Government, including
as well as any private

) Its mission will include
providing timely warnyngs onial threats, comprehensive
analyses and law enforcemen dtigation and response.

All executive departments and agencies shall cooperate with the
NIPC and provide such assistance, information and advice that
the NIPC may request, to the extent permitted by law. All
executive departments shall also share with the NIPC information
about threats and warning of attacks and about actual attacks on
critical government and private sector infrastructures, to the
extent permitted by law. The NIPC will include elements
responsible for warning, analysig® computer investigation,
coordinating emergency responsg %¥aining, outreach and

= hnical tools. 1In addition, it
will establish its own relafs § rectly with others in the
private sector and with a@5 ttion sharing and analysis

entity that the private # create, such as the
gnter described below.

nEbrmation originating
and intelligence

The NIPC, in conjundgs
agency, will sanitizéeg
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oy
)

yses and reports that it will

plevant federal, state and

£ and operators of critical

jvate sector information sharing
sselinating national security or
From the intelligence

§l1ly with the intelligence
Whether as sanitized or

'sue attack warnings or

et

provide, in appropriate form,g
local agencies; the releva
infrastructures; and to amy
and analysis entity. of0
other information tha
community, the NIPC
community through exX
unsanitized reports, UQES s
2lerts to increases in threat jgondition to any private sector
information sharing and analyéin. ity and to the owners and
operators. These warnings may also include guidance regarding
additional protection measures to be taken by owners and
operators. Except in extreme emergencies, the NIPC shall
coordinate with the National Coordinator before issuing public
warnings of imminent attacks by international terrorists,
foreign states or other malevolent foreign powers.

1 £oprdina
ing proc

e

al point for gathering

S <tructures. Additionally,

! means of facilitating and
#'s response to an incident,
threats and monitoring

Flon the nature and level of a
ablished between special
function agencies ( he ultimate decision of
the President, the in a direct support role
to either DOD or the = 5 sommunity.

The NIPC will provide a national
information on threats to the ip&
the NIPC will provide the pri

Information Sharing and Anal ter (ISAC): The National
Coordinator, working with Secto ordinators, Sector Liaison
Officials and the National Economic Council, shall consult with
owners and operators of the critical infrastructures to strongly
encourage the creation of a private sector information sharing
and analysis center. The actual design and functions of the
center and its relation to the NIPC will be determined by the
private sector, in consultation with and with assistance from
the Federal Government. Within 1§88 days of this directive, the
National Coordinator, with the g®gastance of. the CICG including
the National Economic Council ] identify possible methods
of providing federal assistglf facilitate the startup of an
ISAC.

Such a center could sg chanism for gathering,

analyzing, approprigs 8 -»d disseminating private

sector information T PC,— The center
could also gather, arig - i ginate information from the
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<

NIPC for further distribution € the private sector. While
crucial to & successful govef;-enagindustry partnership, this
mechanism for sharing impor#ent information about
vulnerabilities, threatsﬂ_“ :ﬁsi-?s and anomalies is not to
interfere with direct ix pxchanges between companies
and the government. ' i

As ultimately designa or representatives, the
ISAC may emulate partiguisrzas: [ such institutions as the
Centers for Disease Cont d Pgevention that have proved
highly effective, particularlgEffslextensive interchanges with
the private and non-federal sectors. Under such a model, the
ISAC would possess a large degree of technical focus and
expertise and non-regulatory and non-law enforcement missions.
It would establish baseline statistics and patterns on the
various infrastructures, become a clearinghouse for information
within and among the various sectors, and provide a library for
historical data to be used be the private sector and, as deemed
appropriate by the ISAC, by the gg¥ernment. Critical to the
success of such an institution 3d be ite timeliness,
accessibility, coordination, idility, utility and
acceptability.
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Annex B: Additibnal Taskings

Studies

The National Coordin
following subjects:

ission studies on the

ipation by private sector
ing process.

e Liability issues ar¥e
companies in the informati

e Existing legal impediments to information sharing, with an eye
to proposals to remove these impediments, including through
the drafting of model codes in cooperation with the American
Legal Institute.

e The necessity of document and information classification and
the impact of such classificatj@h on useful dissemination, as
well as the methods and 1nfo on systems by which threat

be shared securely while

secure dissemination and
information handl§ng §¥ dustry trade secrets and
: aw enforcement information
and evidentiary matgEls : national security
information, unclassified 1 disclosing vulnerabilities
of privately owned infrast s and apparently innocuous

information that, in the aggregate, it is unwise to disclose.

e The implications of sharing information with foreign entities
where such sharing is deemed necessary to the security of
United States infrastructures.

iy standards of mandating,
ting in the provision of
infrastructure providers and
foreign critical

e The potential benefit to securg
subsidizing, or otherwise asg§9§
insurance for selected crij@ft
requiring insurance tie-J&
infrastructure providez§
States.

to do business with the United
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Public Outreach

In order to foster a clima , e }%nced public sensitivity to
the problem of infrastg@c yrotection, the following actions
shall be taken: d .

e The White House, L
Coordinator, togethel Wi
consider a series of conferg i (1) that will bring
together national leaders in e public and private sectors to
propose programs to increase the commitment to information
security; (2) that convoke academic leaders from engineering,
computer science, business and law schools to review the
status of education in information security and will identify
changes in the curricula and resources necessary to meet the
national demand for professionals in this field; (3) on the
jssues around computer ethics ® these relate to the K through
12 and general university pop} tions. :

ant Cabinet agencies shall

! and the National Academy of
hd table bringing together
ifis with industry and academic
it ecgies for enhancing

Engineering shall cons
federal, state and 1
leaders to develop
infrastructure segi

e The intelligence CcO¥g 3 mionforcement shall expand
existing programs for briefl rastructure owners and
operators and senior gover Rt pfficials.

e The National Coordinator shall (1) establish a program for
infrastructure assurance simulations involving senior public
and private officials, the reports of which might be
distributed as part of an awareness campaign; and (2) in
coordination with the private sector, launch a continuing
national awareness campaign, el hasizing improving
infrastructure security.

Internal Federal Government

to improve its
sdiate steps shall be taken:

In order for the Federa
infrastructure securi

—————e —The Department—ol
Administration,
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ation of best practices for

:ir individual agencies.

federal agencies in the impLlef
information assurance with#

The National Coordinaj héll dgoordinate a review of existing
federal, state and Jdce Fharged with information
assurance tasks, afid endations on how these
institutions can sctively.

r designations regarding
ii¥ computer systems. .

All federal agencies gh;ilwhm
who may authorize access to

The Intelligence Community shall elevate and formalize the
priority for enhanced collection and analysis of information
on the foreign cyber/information warfare threat to our
critical infrastructure.

ion, the Secret Service and
(1) vigorously recruit

s with the relevant

® for full-time employment as
¥egional computer crime

Bl ring and retention of

il 2nalysis and investigation

The Federal Bureau of Investiga
other appropriate agencies sh
undergraduate and graduate
computer-related technica

squads; and (2) facili
qualified personnel
involving cyber atg

The Department of 7 % consultation with the
Department of Defen : e tke a thorough evaluation
of the vulnerability of th nal transportation
infrastructure that relies Global Positioning System.
This evaluation shall include sponsoring an independent,
integrated assessment of risks to civilian users of GPS-based
systems, with a view to basing decisions on the ultimate
architecture of the modernized NAS on these evaluations.

The Federal Aviation Administration shall develop and
implement a comprehensive Natigffal Airspace System Security
Program to protect the moderjff NAS from information-based

and other disruptions and g

GSA shall identify larg ents (such as the new Federal
Telecommuaications SygX & 00) related to infrastructure
assurance, study wh€ : urement process reflects the
importanceof infgE i it ion and propose, if — —

necessary, revisiog procurement process to do
S0.

FOR OFFICIAL USE ONLY




FOR. OFFICIAL USE ONLY 18

s to include assigned
within their Government
gic planning and performance

e OMB shall direct federal
irrfrastructure assuranc

e The NSA, in accorda

encompassing examlna'lons
interception and exploitatigizeg
vulnerability information; establish standards; conduct

research and development; and conduct issue security product

evaluations.

3:sem1nate threat and

Py

Assisting the Private Sector

In order to assist the private sector in achieving and
maintaining infrastructure securi

g*National Infrastructure

ind develop ways to encourage
Pdic risk assessments of
formation and

e The National Coordinator a
Assurance Council shall p

critical processes,
telecommunications g%

e The Department of Bo department of Defense shall
work together, in ch@H at #rh) the private sector, to
offer their expertise to pr % owners and operators of
critical infrastructure to k¥
practice standards.

e The Department of Justice and Department of the Treasury shall
sponsor a comprehen51ve study compiling demographics of
computer crime, comparing state approaches to computer crime
and developing ways to deterring and responding to computer

crime by juveniles.
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